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The cryptocurrency industry, 
characterized by its rapid growth  
and decentralized nature, has become 
a prime target for cyberattacks. This 
sector’s unique attributes, including 
the storage of substantial digital 
assets and the complexities of 
blockchain technology, create a  
fertile ground for sophisticated 
cybercriminal activities.

The very nature of cryptocurrency businesses—holding vast sums of digital assets—makes them 
a prime target. Unlike traditional financial institutions, where assets are often distributed across 
various accounts and physical locations, cryptocurrency exchanges and wallets concentrate 
wealth in digital form. This concentration creates a “single point of failure” scenario, where a 
successful breach can yield catastrophic losses.

Plus, the pseudonymous nature of some cryptocurrencies can complicate asset recovery, making 
stolen funds difficult to trace and retrieve. This adds another layer of appeal for cybercriminals 
seeking high-value, low-risk targets.

It is not just the exchanges themselves. Many blockchain projects, decentralized finance (DeFi) 
projects, or Web3 initiatives hold large amounts of their own coin in reserve for future development 
or staking rewards. These holdings can be very large and often poorly protected. Effective security in 
cryptocurrency requires a proactive approach, anticipating and mitigating potential vulnerabilities.
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HEIGHTENED VULNERABILITY OF 
CRYPTOCURRENCY COMPANIES
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Compared to established financial institutions that adhere to stringent compliance standards  
(e.g., PCI DSS, GDPR), the cryptocurrency sector operates with less oversight. This creates  
potential security gaps. 

Without standardized security mandates, companies may implement inconsistent or insufficient 
protective measures, leaving them vulnerable to sophisticated attacks. The global nature of 
cryptocurrency also adds to regulatory problems. Varying regulations from country to country 
make it difficult to have a unified security standard. This also makes it challenging for law 
enforcement to track and prosecute criminals that are operating across international borders.

REGULATORY LANDSCAPE

The intricacies of blockchain technology and digital 
wallets present numerous potential vulnerabilities 
that can be exploited by cybercriminals. 
Attackers frequently exploit smart contract bugs, 
weaknesses in wallet software, or unpatched 
vulnerabilities in blockchain protocols to siphon 
funds and disrupt services.

The rapid pace of innovation in the crypto space 
also creates problems. Security best practices often 
lag behind new technology. New protocols, and 
new ways of doing transactions are created very 
quickly, and security teams are left to try and secure 
systems that they may not fully understand.

The open-source nature of many cryptocurrency 
projects, while fostering innovation, can also 
expose vulnerabilities. Malicious actors can 
scrutinize code for weaknesses and develop 
exploits before they are identified and patched.

TECHNOLOGICAL COMPLEXITY

For example, 
vulnerabilities in smart 
contract code can lead 

to the theft of millions of 
dollars in digital assets. 
Similarly, weaknesses 
in wallet security, such 

as inadequate key 
management or insecure 

software, can provide 
attackers with direct 
access to user funds.
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https://www.pcisecuritystandards.org/
https://gdpr-info.eu/
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Modern phishing attacks targeting cryptocurrency users and companies are far more sophisticated 
than traditional email scams. Attackers employ highly targeted spear-phishing campaigns, 
impersonating legitimate cryptocurrency exchanges, wallet providers, or even trusted colleagues.

These campaigns often leverage social engineering tactics to create a sense of urgency  
or fear, prompting victims to divulge sensitive information, such as private keys, seed phrases,  
or login credentials.

Attackers also use sophisticated techniques to bypass security measures, such as homoglyph 
attacks (using similar-looking domain names) or exploit zero-day vulnerabilities in web browsers 
and email clients.

Deepfakes are also starting to be used in phishing attacks. Video calls that look like real people can 
be used to trick employees into giving up credentials, or to make unauthorized transactions.

S E C U R I T Y  I N  C R Y P T O C U R R E N C Y :  H O W  M D R  P R O T E C T S  Y O U R  A S S E T S

A CAT-AND-MOUSE GAME OF  
ESCALATING SOPHISTICATION

Experiencing a security incident?  
Time is critical during a cyberattack.  
Fill out our ‘Under Attack’ form for  
rapid response.

https://www.sygnia.co/im-under-attack/
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Cybercriminals are increasingly deploying advanced malware designed to specifically target 
cryptocurrency wallets, exchanges, and blockchain platforms. They use trojans, keyloggers,  
and ransomware specifically designed to target digital wallets and trading platforms, often gaining 
access through infected software updates or compromised browser extensions.

Clipboard hijacker malware can change the wallet address that a user is sending funds to, after the 
user has copied and pasted the address. This makes it very hard for the user to detect that they are 
sending funds to the wrong place. 

Vulnerabilities in smart contract code can be manipulated to drain funds, execute unauthorized 
transactions, or lock users out of their accounts. High-profile DeFi hacks have exposed millions  
of dollars in losses due to poorly audited smart contracts.

Also, crypto-jacking, the unauthorized mining of cryptocurrency using compromised systems, 
remains a persistent threat. Attackers are constantly developing new malware variants that can 
evade detection and maximize mining efficiency.  
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MALWARE AND EXPLOITS

Another threat is the manipulation of individuals within organizations to gain unauthorized access 
to systems and data. Cybercriminals conduct extensive reconnaissance, identifying key personnel 
and exploiting human psychology through methods like business email compromise (BEC), 
executive impersonation, and insider threats.

Insider threats, where malicious actors within the organization exploit their access privileges, can 
include disgruntled employees, contractors, or even compromised insiders working on behalf of 
external attackers. 

Attackers use social media to gather information on employees and then use that information to create 
very convincing social engineering attacks. They will know who an employee’s friends are, what projects 
they are working on, and other information that can be used to gain the employee’s trust.

SOPHISTICATED SOCIAL ENGINEERING
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To illustrate the severity and complexity of these threats, consider the incident involving CryptoCo 
(not their real name), a cryptocurrency platform that suffered a significant loss exceeding $12 million 
in digital assets due to a sophisticated, state-sponsored attack. This breach highlights the evolving 
tactics of cybercriminals and the vulnerabilities that even seemingly secure organizations can face.

Sygnia’s investigation revealed a multi-stage breach leveraging social engineering, credential theft, 
and cloud infrastructure compromise.

CASE STUDY: TARGETED CRYPTOCURRENCY 
THEFT VIA CLOUD COMPROMISE

Initial Detection and Investigation

Sygnia was engaged in 2024 to investigate the incident at CryptoCo, which operated its 
cryptocurrency platform on the AWS cloud infrastructure. The initial investigation focused on tracing 
the unauthorized transactions and identifying the source of the breach.

The incident began with the discovery of unauthorized cryptocurrency transactions, later 
attributed to a North Korean state-sponsored threat actor. The attackers used a highly targeted 
social engineering campaign to gain initial access.

The attack originated from a fake recruiter on LinkedIn, who offered CryptoCo developers a 
fraudulent job opportunity. One developer downloaded a malicious “home assignment,” infecting 
their corporate laptop with credential-stealing malware.

The malware swiftly extracted privileged AWS access tokens from the compromised laptop.  
The attacker used these tokens to gain unauthorized access to CryptoCo’s cloud environment.  
To ensure persistent access, the threat actor immediately created a new access key with elevated 
privileges. This strategic move allowed them to maintain control even if the original compromised 
credentials were rotated or detected.

Using the newly created access key, the attacker established a foothold on an EC2 instance and 
deployed malware via AWS Systems Manager (SSM). This created a backdoor communication 
channel to their command-and-control (C2) infrastructure. 

Over several days, they conducted extensive reconnaissance, mapping the AWS environment and 
performing lateral movement using SSH to access additional EC2 instances. Despite CryptoCo’s 
mature security posture, the attacker exploited the inherent trust relationships within the 
application’s architecture.
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Extensive network reconnaissance allowed the attackers to map the AWS environment, leading 
them to the Amazon Elastic Kubernetes Service (EKS). By compromising EKS, they escalated their 
privileges, gaining full control of the exchange’s critical infrastructure.

This granted them complete control, allowing them to execute approximately 40 unauthorized 
cryptocurrency transactions, transferring funds from cold to hot wallets. These transactions, 
involving five different cryptocurrencies (including Bitcoin and Ethereum), were designed to mimic 
legitimate application requests, bypassing existing security thresholds and alerting systems.

The attack went undetected until CryptoCo discovered the discrepancies.

The attackers also gained access to CryptoCo’s Microsoft 365 environment (emails and Teams 
messages) via single sign-on using the same stolen credentials. This allowed them to monitor 
incident response efforts and potentially plan further attacks.

Containment, Remediation, and Outcome

CryptoCo immediately took their services offline to prevent further losses. Sygnia’s incident 
response involved a 24/7 investigation team working to identify and remediate all compromised 
systems. 

Remediation actions included revoking compromised credentials, removing malicious software,  
and securing the AWS and Microsoft 365 environments. 

CryptoCo was provided with prioritized security recommendations (P1- P3) and post-breach 
monitoring to prevent re-entry. The client re-architected portions of their AWS environment to 
enhance security and prevent similar attacks in the future.
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While robust crypto security infrastructure, regular audits, and employee training are essential,  
the dynamic and sophisticated nature of cryptocurrency cyber threats necessitates a more  
proactive and specialized approach. This is where managed detection and response (MDR)  
and incident response (IR) services become invaluable.

MDR: Continuous Threat Monitoring and Proactive Defense

MDR services provide 24/7 monitoring, advanced threat detection, and rapid response capabilities, 
ensuring cryptocurrency companies remain protected against ever-evolving threats. This is crucial 
for several reasons:

1.	 Real-time anomaly detection

	 MDR platforms can identify unusual transaction patterns, suspicious API calls, and unauthorized 
access attempts that might otherwise go unnoticed. For instance, in the case study provided 
above, an MDR service could have flagged the VPN IP addresses and the unusual API call 
sequences much earlier, potentially preventing significant financial loss.

2.	Proactive threat hunting

	 Experienced MDR analysts can actively hunt for hidden threats within your network, going 
beyond automated alerts to uncover sophisticated attacks that evade traditional security 
measures. This is particularly important for detecting advanced malware and exploits targeting 
blockchain vulnerabilities.

3.	Enhanced visibility

	 MDR provides comprehensive visibility into your entire security posture, including cloud 
environments like AWS. This allows for rapid identification of misconfigurations, like the compromised 
Amplify web pages in the case study and ensures that security controls function effectively.

4.	Rapid containment

	 When a threat is detected, MDR providers can initiate immediate containment measures, such 
as isolating compromised systems and blocking malicious traffic, minimizing the impact of the 
attack.

5.	Threat intelligence integration

	 Top tier MDR providers utilize threat intelligence feeds that are constantly updated with the latest 
TTPs (Tactics, Techniques, and Procedures) of cybercriminals. This is very important in the crypto 
space, where the attacker’s TTPs change very rapidly. 
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HOW MDR & INCIDENT RESPONSE SERVICES CAN  
HELP MITIGATE BLOCKCHAIN SECURITY ISSUES

https://www.sygnia.co/solutions/managed-detection-and-response/
https://www.sygnia.co/solutions/incident-response-services/
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Incident Response: Fast and Effective Attack Containment

Even with robust preventative measures, security breaches can still occur. This is where incident 
response services play a vital role.

>	 Forensic Analysis

	 IR teams conduct thorough forensic investigations to determine the root cause of the breach, 
the extent of the damage, and the tactics used by the attackers. In the case study, the IR team’s 
detailed analysis of blockchain transactions and AWS logs was critical for understanding the 
attack’s progression.

>	 Rapid Response and Containment

	 Experienced IR teams can quickly contain the breach, minimizing further damage and 
preventing the spread of the attack. This includes isolating affected systems, removing malware, 
and restoring compromised data.

>	 Recovery and Remediation

	 IR providers assist with the recovery process, helping to restore normal operations and 
implement long-term security enhancements to prevent future attacks. This includes re-
architecting security infrastructure, patching vulnerabilities, and improving security policies.

>	 Legal and Regulatory Compliance

	 IR teams can help cryptocurrency companies navigate the complex legal and regulatory 
requirements associated with data breaches, ensuring compliance with relevant laws and regulations.

>	 Communication Management

	 Communication is very important during a cryptocurrency security incident. IR teams 
can support communications with stakeholders, including customers, regulators, and law 
enforcement, ensuring transparency and minimizing reputational damage.

Synergy of MDR and IR

MDR provides continuous monitoring and proactive threat detection, while IR provides expert 
handling of security breaches when they occur. By integrating these services, cryptocurrency 
companies can achieve a more comprehensive and effective cybersecurity posture.

In the case of the cryptocurrency exchange with compromised ATMs, a proactive MDR service could 
have detected the anomalous VPN access and credential theft much earlier, potentially preventing 
the multi-million-dollar loss. Furthermore, a swift IR response was crucial for containing the damage, 
identifying the full scope of the breach, and implementing long-term security improvements.

By partnering with experienced cybersecurity providers that offer integrated MDR and IR services, 
cryptocurrency companies can significantly enhance their ability to detect, respond to, and recover 
from cyberattacks, ensuring the protection of their valuable digital assets and maintaining the trust 
of their customers.
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Enhancing Cybersecurity Posture

Considering these evolving threats, cryptocurrency companies must adopt a proactive and 
comprehensive approach to cybersecurity. This includes:

>	 Robust security infrastructure: 

	 Implement advanced security measures, including multi-factor authentication, encryption, and 
intrusion detection systems. The security of cryptocurrency is a shared responsibility between 
exchanges, developers, and users.

>	 Regular security audits: 

	 Conduct frequent security assessments to identify and address potential vulnerabilities.

>	 Employee training: 

	 Educate employees about cybersecurity best practices and the latest threat vectors. 
Advancements in cryptocurrency and security must go hand in hand to maintain a secure  
and trustworthy ecosystem.

>	 Incident response planning: 

	 Develop and regularly test incident response plans to minimize the impact of potential  
attacks. Invest in an Incident Response Retainer (IRR) with an experienced IR vendor to  
ensure rapid response.

>	 Leveraging MDR and incident response services: 

	 Partner with experienced cybersecurity providers to enhance threat detection and response 
capabilities.

SECURE YOUR 
CRYPTOCURRENCY  
BUSINESS TODAY
To avoid the consequences of cryptocurrency 
security risks, specialized expertise is crucial 
for understanding the complex relationship 
between cybersecurity and blockchain.  
Don’t become the next headline. 

Request a demo to see how our MDR platform 
can provide continuous threat monitoring.

https://www.sygnia.co/blog/critical-importance-incident-response-plan/
https://www.sygnia.co/blog/what-is-incident-response-retainer/
https://www.sygnia.co/request-a-demo-velocity-xdr/
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A TEMASEK COMPANY AND MEMBER OF THE ISTARI COLLECTIVE

DISCLAIMER
For full disclosure, Sygnia is collaborating with NVIDIA in a joint research and development effort to develop 
a novel approach for detection and response at the edge of ICS/OT networks. The MDR technology under 
development should facilitate hardware-based host-level detection in the upper layers of the OT network 
(levels 2-3.5), using a combination of hardware, software and AI technologies from NVIDIA and Sygnia, to allow 
performing sophisticated detection and response operations while adhering to Purdue-based network separation 
principles. Such technology-based solutions, once available, will have implications on several concepts outlined 
in this paper, specifically those in the Optimize section, allowing further enhancements in elevating network 
monitoring, enhancing endpoint detection and elevating infrastructure monitoring.

24/7 INCIDENT RESPONSE COVERAGE
Suspicious of an incident? Call +1-877-686-8680 now. Learn more at www.sygnia.co


